Computer simulations reveal that the lowest rates of leakage and counting errors observed in the electron pump can be explained by photon-assisted tunneling driven by 1/f noise. The noise power at microwave frequencies required to account for the observed errors is consistent with extrapolation of the low-frequency noise spectrum commonly recorded in single-electron transistors. Pump simulations, based on the groundcapacitance model, include cotunneling as well as single-junction photon-assisted tunneling. Quantitative agreement between theory and experiment is obtained for leakage and counting errors in pumps with four, five, six, and seven junctions in the limit of low temperatures and low counting rates. The effect of self-heating is explored.
I. INTRODUCTION
The electron pump, a circuit first demonstrated by Pothier et al. in 1991, 1 uses the Coulomb blockade in nanoscale tunnel junctions to control the transfer of electrons one-by-one between input and output electrodes. Provided errors are infrequent, the electron pump has potential applications in metrology as a standard of either current 1 or capacitance. 2 In 1996, measurements 3 of a well-characterized seven-junction pump demonstrated a leakage rate in the hold mode of 3 ϫ10 Ϫ4 electrons per second (e/s) and a relative counting error of 1.5ϫ10 Ϫ8 , permitting the recent demonstration of a capacitance standard with metrological accuracy. 4 Although small, the experimental leakage and counting errors of the seven-junction pump exceed predictions of the orthodox theory of single-electron tunneling by 17 and 12 orders of magnitude, respectively. 5, 6 These discrepancies could be explained if the temperature of the pump were significantly higher than that of the substrate, but in the case of leakage this possibility was ruled out by a direct measurement of the electron temperature in the hold mode. 5 Thus, leakage in the seven-junction pump is due to a mechanism not contained in the orthodox theory, including cotunneling.
Photon-assisted tunneling, associated either with environmental noise 7 or the cyclic bias, 8 has been suggested as a possible source of errors in electron pumps. While experimental tests have ruled out room-temperature noise introduced through the bias leads as a problem in well-shielded pump experiments, 5 numerous measurements of singleelectron transistors ͑SET's͒ have established the existence of 1/f noise, intrinsic to the devices, associated with charge motion in the dielectric material. [9] [10] [11] [12] [13] [14] [15] [16] [17] [18] [19] [20] [21] Can dielectric charge motion produce sufficient noise to explain the errors observed in the pump? Recent calculations reveal that the level of noise at microwave frequencies required to explain the measured leakage in four-and six-junction pumps is consistent with an extrapolation of the 1/f noise measured at audio frequencies in SET's. 22 This observation suggests that charge noise in the dielectric may be the primary cause of errors in the pump, although it falls far short of proving the case. Here, we present additional evidence based on a comparison of calculated noise-induced leakage and counting errors with previous measurements 3, 6, 23 in five-and seven-junction pumps. Over the measured ranges of temperature and pumping speed, we generally obtain good agreement between theory and experiment, assuming 1/f -noise levels typical of those in SET's.
To date, the observation of 1/f noise in SET's has been restricted to frequencies less than about 1 kHz. Does 1/f noise persist at frequencies up to roughly 30 GHz, as required to explain pump errors by photon-induced tunneling? Although no definitive answer is given, in Sec. II we describe a scenario that makes plausible the existence of charge noise at microwave frequencies. Assuming such 1/f noise, we proceed in Sec. III to calculate the leakage rate of a pump in the hold mode, using the ground-capacitance model, and compare with experiment. In Sec. IV, we present similar results for noise-induced counting errors as a function of both temperature and pumping speed and identify the dominant error mechanisms in the five-and seven-junction pumps. In Sec. V, we consider the possibility that elevated temperatures due to self heating also contribute to counting errors.
II. CHARGE NOISE
In the limit of weak noise, Martinis and Nahum derived an expression for the photon-assisted tunneling rate ⌫ N due to single-photon noise processes 7 ⌫ N ͑ ⌬E ͒ϭ
where ⌬E is the change in electrostatic energy associated with tunneling, S V () is the power spectral density of the noise voltage V appearing across the junction, and ⌫ 0 is the tunneling rate in the absence of noise,
Here, e is the elementary charge, hϭ2ប is the Planck constant, k B is the Boltzmann constant, T is the temperature, R K ϭh/e 2 is the resistance quantum, and R J is the tunneling resistance. Equation ͑1͒ is valid provided ⌬EϾk B T and the embedding impedance of the junction is much less than the resistance quantum. If we further assume that the noise follows a 1/f spectrum, S V ϭ2␣/ϭ␣/ f , and that ⌫ 0 can be replaced by its zero-temperature limit
then we obtain for the noise-induced tunneling rate 22 ⌫ N ͑ ⌬E ͒ϭ ␣
This simple formula underlies all of the noise-induced tunneling effects to be considered in this paper. Note that the only portion of the noise spectrum contributing to ⌫ N is that for which ϭបϾ⌬E. Since typical Coulomb barriers in the pump are of order ⌬Eϭ0.1 meV, the relevant noise frequencies are of order 25 GHz. The noise spectrum S V ϭ␣/ f , used to derive Eq. ͑4͒, is completely characterized by the constant ␣. To evaluate ␣, we turn to experimental measurements of SET noise, in which the 1/f component is typically evaluated around 10 Hz. When the charge noise at the input is translated into voltage noise across the junctions, a variety of SET experiments yield values for ͱ␣ ranging from 30 nV to 3 V.
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This ballpark range for ␣ provides a standard against which we will compare the noise required to explain errors in the electron pump.
The question that remains to be considered is whether the 1/f noise observed at audio frequencies in the SET actually extends to the microwave region. First we note that, while SET noise is expected to be dominated by shot noise at high frequencies, this source of noise is not relevant to the pump. Shot noise is due to the discrete charges that make up the tunnel current and is proportional to this current. Because the pump operates at zero current, except for the distinct tunneling events accounted for in the theory of its operation, shot noise does not contribute to photon-induced tunneling in the pump. The real question is whether the charge motion that gives rise to low-frequency 1/f noise in the SET includes components at microwave frequencies.
The origin of 1/f noise in the SET is often attributed to the presence of thermally activated two-level fluctuators ͑TLF's͒: charges moving back and forth between trap sites in response to thermal noise. The dynamics of a single TLF is modeled by the motion of a particle in a potential with two minima, as shown in Fig. 1 . The mean time t e for thermally induced escape from the left-hand well is
where 0 is the angular attempt frequency and ⌬U is the depth of the well. In the case of a symmetric potential with 0 Јϭ 0 and ⌬UЈϭ⌬U, thermally induced motion between the two wells yields a random telegraph signal with a Lorentzian power spectrum of the form
2 . ͑6͒
As described by Dutta and Horn, 24 an ensemble of such TLF's with a uniform distribution of activation energies ⌬U gives rise to a 1/f spectrum. Thus, 1/f noise in the SET might result from thermally activated TLF's, corresponding to motion of charges between trap sites in the dielectric, and several authors have directly observed the expected random telegraph signals. 9, 10, 12, 13, 16, 17, 25 However, other experimental evidence suggests that an ensemble of thermally activated TLF's is not the primary cause of 1/f noise in the SET. This possibility is important here because TLF's cannot generate photons at frequencies above roughly f ϭk B T/h, or about 600 MHz at 30 mK. ͓A maximum frequency follows from Eq. ͑5͒, given that ⌬U must be greater than ប 0 /2 to bind a charge in the potential well.͔ That is, the noise required to explain pump errors cannot derive from a source in thermal equilibrium at 30 mK. Perhaps not coincidentally, there is evidence that the 1/f noise in SET's is not of an equilibrium nature. Although the random telegraph noise observed at low frequencies in SET's is persistent and represents an equilibrium effect, it is usually associated with a distinct Lorentzian lying above the 1/f curve. The nonequilibrium nature of the 1/f noise is shown directly by the fact that the 1/f portion of the noise spectrum is observed to decay gradually in the days and weeks after the SET is cooled. For the case illustrated in Fig.  2 , the charge noise at 10 Hz decays by more than a factor of 2 over a period of 12 days, and a similar decay is observed each time the device is cooled. These observations suggest that 1/f noise derives from the slow release of energy trapped in metastable charge states when the device is rapidly cooled from room temperature. In this scenario, 1/f noise is a by-product of a slow relaxation process that gradually brings charges to minimum-energy equilibrium positions.
In the case of thermally activated TLF's, 1/f noise can be generated by a small number of charge traps that might be located in the barriers of the tunnel junctions. In contrast, if the noise is due to a charge relaxation process, a large number of traps must be involved, since a given trap is unlikely to participate more than once. Thus, it is significant that recent observations of noise correlations between neighboring junctions indicate that the charge noise in SET's originates in the substrate rather than the junction barriers.
14,15 Since the volume of the substrate is orders of magnitude larger than that of the tunnel barriers, there is ample room for a large number of traps. Additional evidence for nonequilibrium charge motion is provided by a study of the drift in the gate offset charge of a SET. In particular, Zimmerman and Huber have observed that fluctuations in the offset charge decay gradually over a period of days or weeks. 26 Assuming that 1/f noise is due to the motion of charges trapped in the substrate, fluctuations in the gate offset charge are probably a lower-frequency manifestation of the same charge motion that produces SET noise at 10 Hz. Thus, the decay of charge-offset fluctuations supports the nonequilibrium nature of 1/f noise. Finally, if 1/f noise is due to a slow relaxation of charge rather than thermally activated TLF's, then 1/f noise should not be a strong function of temperature as implied by Eq. ͑5͒ for a TLF. In fact, two studies find that the SET noise at 10 Hz is nearly independent of temperature below 100 or 200 mK. 12, 15 Thus, as anticipated by Martinis et al. 23 and Zorin et al., 14 the charge noise in single-electron circuits appears to be a nonequilibrium effect involving a large number of charges trapped in metastable states that move as they decay to lower energy states over a period of days or weeks.
If this charge-relaxation scenario is correct, then the 1/f noise spectrum could extend into the microwave region because the noise energy does not derive from a thermal source. In terms of the model potential shown in Fig. 1 , we can imagine that ⌬U is only marginally greater than k B T so that escape from the left-hand well is likely to occur over a period of days, while ⌬UЈ is much greater than k B T, allowing production of microwave photons when escape occurs. Thus, provided charge traps exist with appropriate values of ⌬U, we can obtain charge noise spanning a wide range of frequencies from the relaxation process. With regard to high frequencies, we note that attempt frequencies for dielectric charge traps are typically of order 10 12 Hz, 27 while the observation of low-frequency TLF's at 30 mK assures the existence of traps with sufficiently low ⌬U. Thus, a nonequilibrium process could easily give rise to noise extending well into the microwave region.
How might the charge-relaxation scenario lead to a 1/f noise spectrum? One possibility assumes that, due to electrostatic interactions, the motion of a charge at one site will modify the potential elsewhere in the dielectric and trigger the motion of charges at other sites. In this case, charge relaxation might occur through a series of avalanches of various sizes. As Bak et al. have shown, 28 the correlations generated by a distribution of avalanche sizes can lead to a characteristic 1/f spectrum. If this mechanism explains the 1/f noise observed near 10 Hz, then it might well extrapolate to the microwave region.
While the charge-relaxation scenario is speculative, it does provide a plausible explanation for the microwave noise required to explain errors in the electron pump. At the same time, most of the conclusions reached in the following sections are independent of the presumed source of noise.
III. LEAKAGE
When operated as a capacitance standard, the pump is used to transfer a given number of electrons to a capacitor, then biased in the hold mode while the capacitor's voltage is measured. Because the measurement is affected by any leakage that occurs while the pump is in the hold mode, leakage current is an important pump parameter. The absolute leakage current I A is measured by connecting the pump to an external capacitor, setting the pump bias voltages to zero, and counting the total number of leakage charges, either positive or negative, to reach the external capacitor over a period of time. While values of I A as small as 3ϫ10 Ϫ4 e/s have been recorded for a seven-junction pump, 5 theoretical predictions based on the orthodox theory of single-electron tunneling, with cotunneling included, yield I A ϭ2 ϫ10 Ϫ21 e/s. 5, 6 Here we explain this discrepancy in terms of photon-assisted tunneling driven by microwave noise.
The circuit model of the electron pump used in the present calculations is shown in Fig. 3 . The circuit consists of N nanoscale tunnel junctions connected in series to create N Ϫ1 isolated islands, labeled as nodes 2 through N in the figure. The junction capacitances C J and resistances R J are assumed to be identical. Each island has a capacitance C g to ground and is biased by an independent charge source Q i . In this ''ground-capacitance'' model, the capacitors C g include the capacitance of the gate electrodes used to bias the islands plus parasitic island capacitances. Because the external ca- pacitor is much larger than C J or C g , it is approximated here by a voltage source V E .
A. Orthodox theory
Several authors have previously calculated the leakage of a series array of tunnel junctions in the absence of noise, using the orthodox theory of single-electron tunneling, 29 with cotunneling included. 6, [30] [31] [32] [33] Orthodox theory formulates the dynamics of the pump in terms of the probabilities P n that the pump occupies a charge state n and the rates ⌫ n Ј n of transition between states n and nЈ. The index n specifies the charge on each of the NϪ1 islands of the pump. The probabilities of various charge states evolve according to
where the first term accounts for the increase in P n due to transitions from nЈ to n and the second term accounts for the decrease due to transitions from n to nЈ. In this transitionstate picture, the ensemble average of the current through junction J at any instant is
where the ⌫ n Ј n ϩ (J) are the rates of transitions in which a charge moves in the positive direction through junction J, and the ⌫ n Ј n Ϫ (J) are the rates of transitions in which a charge moves in the negative direction through junction J. Equations ͑7͒ and ͑8͒ allow us to solve for the probabilities and currents provided the rates ⌫ n Ј n can be calculated. In general, ⌫ n Ј n includes contributions from an infinite number of processes that take the system from charge state n to nЈ. All multijunction cotunneling processes can be broken into a sequence of single-junction tunneling events, and, following Jensen and Martinis, 31 we specify a process by a list of integers ( j 1 , j 2 ,..., j m ). Here, each j i is a number in the range Ϯ1,Ϯ2,...,ϮN that specifies the junction and the direction of tunneling for each event in the sequence. The process ( j 1 , j 2 ,..., j m ) is said to be an mth-order process because m single-junction events are included. Schematically, a thirdorder process for a transition from charge state n to nЈ can be diagrammed as follows:
In this representation, we associate a change in Coulomb energy ␦E i with the ith tunneling event and a net change in
Coulomb energy ⌬E i ϭ⌺ jϭ1 i ␦E j with the partially completed process. These Coulomb energies determine the energy barrier for multijunction cotunneling and are the primary factors fixing the associated transition rate. The ␦E i can be computed from the electrostatics of the pump's capacitance network, given the initial and final charge states.
Because the order of the single-junction tunneling events ( j 1 ,..., j m ) does not affect the final state, all m! permutations of the set ͕ j 1 ,..., j m ͖ contribute to the rate of transition from n to nЈ. In the approximation of Jensen and Martinis, 31 the contribution to the transition rate from this set of mth-order processes is
where
and, following Kautz et al.,
Practical implementation of the orthodox theory outlined in Eqs. ͑7͒-͑13͒ requires that consideration be restricted to a finite number of states and cotunneling processes. In the following, the island charges are assumed to be 0 or Ϯe, so that no more than 3 6 ϭ729 states are considered for a sevenjunction pump. Also, following Jensen and Martinis, 31 we omit cotunneling processes of order mϾN, processes in which tunneling occurs more than once in a given junction, and processes that involve tunneling in both the forward and reverse directions. Under these assumptions, Eqs. ͑7͒-͑13͒ provide a practical method for computing leakage and counting errors in the noise-free pump.
B. Simulations
Extension of the orthodox theory to include noise-induced tunneling is simply a matter of adding the rate given by Eq. ͑4͒ to the first-order orthodox rate. Specifically, we assume that
where ⌬E is the difference in electrostatic energy between states nЈ and n and denotes the unit step function. This modification adds single-photon, single-junction noise processes but neglects higher-order processes, as appropriate in the limit of weak noise. Equation ͑14͒ also neglects correlations between the noise on neighboring junctions, contrary to experimental evidence. 14, 15 Nonetheless, Eq. ͑14͒ provides a useful first approximation, and we now apply it to estimate the effect of noise on leakage and counting errors in the pump.
The absolute leakage current I A is experimentally measured for the equilibrium state of a pump with all biases set to zero: V E ϭ0 and Q 1 ϭQ 2 ϭ¯ϭQ NϪ1 ϭ0. Under these conditions, dP n dt ϭ0, ͑15͒
and Eq. ͑7͒ becomes a set of linear equations that can be solved for the occupation probabilities P n . However, I A does not correspond to the current through a junction and cannot be evaluated using Eq. ͑8͒. Instead, I A ϭI ϩ ϩI Ϫ , where I ϩ and I Ϫ are the absolute values of the currents corresponding to processes that transfer a charge through the entire pump in the forward and reverse directions. Evaluation of I A thus requires enumeration of all possible through processes and calculation of the current associated with each. Suppose that a through transfer consists of K cotunneling processes that take the pump from an initial state n 0 through the successive states n 1 ,...,n K , where the final state n K necessarily coincides with the initial state. In this case, the forward and reverse leakage currents can be evaluated as 6 I Ϯ ϭe ͚ through transfers
where the product is understood to be 1 when Kϭ1, ⌫ ϩ and ⌫ Ϫ are cotunneling rates for the forward and reverse directions, and ⌫ T (n) is the total rate for exiting state n,
In Eq. ͑16͒, the specified sum over through transfers includes values of K from 1 to N, allowing transfers ranging from a single N-junction cotunneling process to N separate singlejunction processes. Also, the sum includes all initial states n 0 , but, to avoid double counting, terms are included only if the probabilities of all intermediate states n 1 ,...,n KϪ1 are less than P n0 . This restriction is necessary because the states of a through transfer form a cycle, n 0 →n 1¯→ n KϪ1 →n 0 , and only one state can be chosen as the initial/final state. Thus, while evaluation of the absolute leakage current is somewhat complicated, the only data required are the steadystate probabilities P n and the rate matrices ⌫ n Ј n ϩ and ⌫ n Ј n Ϫ for forward and reverse tunneling. Experimental and theoretical results for the leakage of a well-characterized seven-junction pump are shown in Fig. 4 . Because the circuit parameters for this pump were determined from independent measurements, and the electron temperature was measured directly, 3, 5 the only adjustable parameter entering the calculation of I A is the amplitude ͱ␣ of the 1/f noise. In the absence of noise (ͱ␣ϭ0), the simulation correctly predicts the exponential increase in I A at temperatures above about 140 mK, but fails to account for the nearly temperature independent leakage observed experimentally at temperatures below about 80 mK. At 35 mK, the discrepancy between the noise-free theory and experiment is almost 19 orders of magnitude. As discussed elsewhere, 6 the ͱ␣ϭ0 curve is dominated by processes involving N singlejunction tunneling events at temperatures above about 60 mK and dominated by processes involving one Nth-order cotunneling event at lower temperatures. When the noise amplitude is suitably adjusted, however, we obtain a rough fit to both the high-and low-temperature portions of the experimental curve. Moreover, the noise amplitude that gives the best fit ͱ␣ϭ200 nV fits within the range of 1/f amplitudes typically observed in SET's, 30-3000 nV. Thus, photonassisted tunneling driven by 1/f noise provides a possible explanation for the experimentally observed leakage below 80 mK. The ͱ␣ϭ50 nV curve is included in Fig. 4 for comparison because this noise amplitude provides the best explanation for the observed counting errors, as described in the following section. Experimental data on leakage is also available for pumps with four, five, and six junctions within the temperature regime below about 80 mK, where I A is nearly constant. 5, 22, 23 These values are listed in Table I , along with the noise amplitude required to explain the leakage. As might be expected, I A decreases monotonically with increasing number of junctions. More important, all of the required noise amplitudes fall close to the range expected from the 1/f noise observed in SET's at 10 Hz. Although the noise required to explain leakage in the five-junction pump is an order of magnitude less than that seen in SET's, the deviation is not surprising given that we have extrapolated across 9 orders of magnitude in frequency. Certainly, the similarity of the ␣ values for different pumps supports the proposed explanation of low-temperature leakage in terms of 1/f noise. Insight into the mechanism of noise-induced leakage can be gained by examining the dominant leakage processes in more detail. Analysis of the computation reveals that, in the pumps considered here, all of the dominant processes involve only single-junction tunneling, with negligible contributions from cotunneling. Typical dominant processes for the five-and seven-junction cases are illustrated in Figs. 5͑a͒ and 5͑b͒ in terms of the electrostatic energies of the charge states involved. Each diagram lists the successive states, labeled by the island charges (q 1 q 2¯q NϪ1 ) in units of e, occupied in the particular leakage process, and plots the corresponding electrostatic energy. Transitions between states are labeled by the number of the active junction. Thus, in Fig. 5͑a͒ , the first tunneling occurs in junction 2, takes the pump from charge state ͑0000͒ to ͑Ϫ1100͒, and requires an energy of 0.21 meV. Because this first tunneling requires energy, while the final four do not, we see that leakage in the five-junction pump needs only one photon-assisted tunneling. On the other hand, Fig. 5͑b͒ reveals that leakage in the seven-junction pump requires two photon assists, so it is not surprising that the leakage rate is much lower for seven than for five junctions.
Approximate formulas for the leakage due to the dominant processes can be derived from Eq. ͑16͒ using simple limits for the single-junction tunneling rate. In particular, if ͉⌬E͉ӷk B T then Eq. ͑14͒ can be written as
so that the tunneling is conventional for ⌬E negative and photon assisted for ⌬E positive. If the changes in energy for the first two transitions in Fig. 5͑a͒ are taken as ⌬E 1 and ⌬E 2 , then Eq. ͑16͒ yields for the five-junction process
where the first factor is the photon-assisted tunneling current from ͑0000͒ to ͑Ϫ1100͒, the second factor is the probability of tunneling from ͑Ϫ1100͒ to ͑0100͒ rather than back to ͑0000͒, and we have assumed that the final tunnelings occur with probability 1. Using Eq. ͑19͒ with ⌬E 1 ϭ0.211 meV, ⌬E 2 ϭϪ0.036 meV, and parameters from Table I , we obtain I 5 ϭ0.2 e/s, in rough agreement with the full calculation, which yields 0.023 e/s for this process. Similarly, for the seven-junction pump, Eq. ͑16͒ yields
where the second factor is the probability of photon-assisted tunneling from state ͑Ϫ110000͒ to ͑Ϫ101000͒ before the pump can return to state ͑000000͒ by conventional tunneling. As expected, the fact that two photons are required leads to a leakage proportional to ␣ 2 and a significantly lower rate than for the five-junction pump. Evaluating Eq. ͑20͒ for ⌬E 1 ϭ0.259 meV, ⌬E 2 ϭ0.137 meV, ⌬E 3 ϭϪ0.054 meV, ͱ␣ ϭ200 nV, and the tabulated parameters for the sevenjunction pump yields I 7 ϭ1.6ϫ10 Ϫ3 e/s, in comparison with 4.6ϫ10 Ϫ5 e/s for the full calculation. While Eqs. ͑19͒ and ͑20͒ are highly approximate ͑because they overestimate the probability of completing the final tunneling steps͒, they do include the primary parameter dependencies of the leakage current. In particular, they account for the absence of a temperature dependence and the respective ␣ and ␣ 2 noise dependencies obtained in the full calculation.
IV. COUNTING ERRORS
Two different measures of counting errors have been considered. The simplest is the net charge error E Q ϭʈQ͉/e Ϫ1͉, or the absolute difference between the average charge Q and expected charge e transferred during a pump cycle. E Q is a direct measure of the accuracy of an electron pump used as a current standard and has been calculated by several authors for a variety of situations.
31,34-37 However, the most stringent experimental tests of pump accuracy have recorded the infrequent errors, whether positive or negative, occurring while the pump is used to shuttle one or two electrons repeatedly back and forth. 3, 5, 6, 23 The shuttle test records an error either if extra charges are transferred or if there is a failure to transfer a charge during a pump cycle. The shuttle error can be expressed as E S ϭ(Q ϩ ϩQ Ϫ )/e, where Q ϩ у0 is the average extra charge transferred, and Q Ϫ у0 is the average charge deficit. In these terms, the net charge error is E Q ϭ͉Q ϩ ϪQ Ϫ ͉/e, so E S is an upper bound on E Q . Indeed, the bias voltage V E across the pump can be adjusted to produce a cancellation between positive and negative errors that yields E Q ϭ0, but the shuttle error is never zero. Here we focus on the shuttle error to facilitate comparison with experimental shuttle-error measurements.
Operation of the electron pump requires application of a charge bias to each of the islands in succession. In the experiments considered here, the islands are biased with triangular pulses of duration 2, as shown in Fig. 6 , and the pumping cycle for the N-junction pump is completed in a time N. The succession of pulses causes a single charge to tunnel from island to island until the charge is transferred through the entire pump. This process is illustrated in Fig. 7 , which plots the electrostatic energy as a function of the position of a single additional charge at various times during the bias cycle. Initially all the gate biases are zero, and placing an additional charge on any island requires an energy of at least 0.15 meV, so no charge is likely to enter the pump. This situation corresponds to the hold mode in which the Coulomb blockade prevents current flow. However, as a negative bias is applied to the first island, the electrostatic energy associated with an extra charge on the island is reduced, and tunneling from the input electrode to island 1 becomes likely for t/Ͼ0.5. However, once a charge tunnels to island 1, entry of a second charge is blocked by the repulsion of the first. In Fig. 7 this blockage is represented by the dashed line, which plots the electrostatic energy of the pump when a second charge is added, assuming that the first charge ͑filled circle͒ occupies the island of lowest energy. Because energy is required to add a second charge to any of the islands, additional charges are blocked from entering the pump. Pumping action results because a negative charge bias is applied to successive islands, creating an energy well that moves across the pump. The one trapped charge follows the energy minimum, tunneling from island to island, until it is delivered to the output. In effect, the bias schedule creates a moving basket that usually transfers one and only one charge from input to output during each bias cycle.
Although computation of the shuttle error generally requires a separate evaluation of Q ϩ and Q Ϫ , in the case of interest here V E ϭ0 and virtually all errors result from the failure of the pump to transfer a charge. 6 Thus, E S Ϸ1 ϪQ/e and the shuttle error can be computed by integrating the current through any selected junction during a bias cycle Plots are shown at intervals of /2 throughout the bias cycle of period 5. Dashed lines show the energy when a second extra charge is introduced on successive islands of the pump, with the first extra charge held on the island of minimum energy, as indicated by a filled circle. As the figure illustrates, the pump allows a charge to move from island to island as successive gate charge pulses are applied, but a second charge is prevented from entering the pump by the Coulomb blockade. The pump capacitances are C J ϭC g ϭ0.2 fF.
To obtain I J (t), we apply Eq. ͑8͒ after integrating Eq. ͑7͒ for the bias schedule shown in Fig. 6 . In practice, it is important to extend the integration interval somewhat beyond N to eliminate transiently stored charge. Because E S is determined by a small difference between two numbers close to 1, we use 33 digit arithmetic to assure accuracy. Convergence was also aided by using a fourth-order semi-implicit Rosenbrock integration method. 38 This method proved essential in some instances due to the stiff nature of the differential equation.
A. Five-junction pump
Experimental and theoretical results for the shuttle error in a five-junction electron pump are shown as a function of pulse halfwidth in Fig. 8 . The parameters of the fivejunction pump were not fully determined, but we know that R J ϭ300 k⍀ and that C ⌺ , the sum of the junction capacitance and its external shunting capacitance, is about 0.4 fF for a typical junction. 23 Thus, the theoretical curves in Fig. 8 were fit to the experiment by adjusting two parameters C J /C g and ␣, with the average C ⌺ held fixed. In the absence of noise, ͱ␣ϭ0, one can obtain a good fit to the initial slope of the experimental error curve, but it is difficult to account for the flat region observed for Ͼ40 ns. However, when noise is included, a good fit is obtained over the entire range of pulse half widths. Moreover, the required noise amplitude of ͱ␣ϭ10 nV is comparable to the 3 nV needed to explain leakage in the same device. Thus, introducing 1/f noise produces a consistent explanation of both leakage and counting errors in the five-junction pump.
As described previously, 23 counting errors at small result because insufficient time is allowed for tunneling and the charge is not transferred through the entire pump. On the other hand, from Fig. 8 we conclude that the error is dominated by noise-induced tunneling for greater than about 40 ns. What is the detailed mechanism of the noise-induced errors? Analysis of the computation reveals that two distinct mechanisms contribute equally to errors at large . The simpler of the two can be understood from the energy diagram for t/ϭ2.5 in Fig. 7 . Just before the charge tunnels from island 2 to 3, a photon assist can provide the energy needed for the charge to tunnel back to island 1, from which the input electrode can be reached without further added energy. Because a second photon assist would be required for the charge to return from the input to island 2, the moving energy well is likely to remain empty for the duration of the bias cycle, and no charge is pumped. Thus, photon-assisted tunneling can cause errors by allowing the charge being pumped to escape back to the input electrode.
The charge-escape error mechanism can be understood in more detail from the energy diagram shown in Fig. 9 . This diagram plots the electrostatic energy of the relevant states, with the states arranged such that transitions between contiguous states require a single tunneling. The filled circle identifies the state most probably occupied during normal pump operation, and the open circle identifies the state occupied in the event of an error. Charge escape occurs when photon-assisted tunneling moves the pump from the ͑0100͒ state to either of the intermediate states ͑1000͒ or ͑-1100͒, and the intermediate state decays to the ͑0000͒ state. At t/ ϭ2, charge escape is a transient phenomenon since the process (0000)→(-1100)→(0100) does not require energy and quickly restores the charge. For t/Ͼ2.15, however, this reverse process is blocked by an energy barrier, and charge escape generally leads to an error. But charge escape is possible only for a limited time, since for t/Ͼ2.5 the charge moves from island 2 to island 3, shifting the state of principal occupation from ͑0100͒ to ͑0010͒, and escape can no longer occur with a single photon assist.
An approximate formula for the probability P e of charge escape through the process (0100)→(1000)→(0000) can be written in terms of the energies ⌬E 1 and ⌬E 2 identified in Fig. 9 . Using Eq. ͑18͒, we obtain ␣/2R J ͉⌬E 1 ͉ for the rate of photon-assisted tunneling from ͑0100͒ to ͑1000͒ and ͉⌬E 2 ͉/(͉⌬E 1 ͉ϩ͉⌬E 2 ͉) for the probability of a transition ͑1000͒ to ͑0000͒. Thus, the probability of escape during the interval 2.15Ͻt/Ͻ2.5 is approximately
An exactly similar formula results for escape by the process (0100)→(-1100)→(0000) with ⌬E 1 and ⌬E 2 appropriately redefined. Because ⌬E 1 and ⌬E 2 vary linearly with time over the integration interval, Eq. ͑22͒ can be reduced to a closed-form expression for the error probability. Even as written, however, we can conclude from Eq. ͑22͒ that the error rate is directly proportional to the noise power ␣.
The second mechanism for noise-induced errors can also be understood from the energy diagram for t/ϭ2.5 in Fig.  7 . As the dashed curve in this diagram shows, a single photon assist will allow a second charge to tunnel from the output electrode to island 4 of the pump. Once on island 4, this charge can tunnel without additional energy to island 3, where it becomes trapped, because an additional photon is required to return it to island 4. While the presence of a second charge on island 3 might seem innocuous, it blocks the first charge from tunneling from island 2 to 3, and eventually forces the first charge to return to the input, causing an error.
Details of the charge-blocking error mechanism are shown in Fig. 10 . As with charge escape, the key to charge blocking is a photon-assisted step that occurs between t/ ϭ2.15 and 2.5. In this case, the photon assist takes the pump from the ͑0100͒ state to either ͑011-1͒ or ͑0101͒, after which it can tunnel to the ͑0110͒ state without additional energy. In the ͑0110͒ state islands 2 and 3 both have an extra charge, and further tunneling is prevented until after t/ϭ2.85, when the charge on island 1 returns to the input electrode by the process (0110)→(1010)→(0010). At the end of this charge blocking process, the pump is in the ͑0010͒ state, just at it would be during normal pump operation, but the charge on island 3 has come from the output rather than the input.
The key step in the charge-blocking mechanism is the photon-assisted transition from the ͑0100͒ state to ͑0110͒ via the intermediate state ͑011-1͒ or ͑0101͒. These processes are exactly similar to those that give rise to charge escape and are also governed by Eq. ͑22͒ with appropriate energy differences ⌬E 1 and ⌬E 2 . In fact, the energy differences for the charge-blocking process with intermediate state ͑011-1͒ are identical to those for the charge-escape process with intermediate state ͑1000͒, and the process with intermediate states ͑0101͒ and ͑-1100͒ are similarly paired. Thus, within the approximation of Eq. ͑22͒, the charge-blocking and charge-escape mechanisms contribute equally to the shuttle error. For the particular pump considered here, evaluation of Eq. ͑22͒ for all four processes yields
͑23͒
Evaluated for ϭ100 ns and the parameters listed in Fig. 8 , Eq. ͑23͒ gives E S ϭ6.8ϫ10 Ϫ7 , in comparison with 1.05 ϫ10 Ϫ6 for the full calculation. Thus, Eq. ͑23͒ gives a good estimate of the noise-induced errors in the limit of large and low T. This formula suggests that errors in the fivejunction pump can be reduced by reducing either ␣ or C J or by increasing R J , but, because E S depends linearly on these quantities, significant reductions in E S may be difficult to achieve. A more promising approach is to increase the number of junctions.
B. Seven-junction pump
The particular seven-junction pump considered here has been the subject of extensive experiments, and all pump parameters were directly measured. 3, 5, 6 As a result, the only parameter adjusted to fit theoretical curves to the experimental shuttle error is the noise amplitude ͱ␣. As can be seen from Fig. 11 , which plots E S as a function of inverse temperature for ϭ40 ns, a noise amplitude of 50 nV yields a good fit to the experimental data for the seven-junction pump. As in the five-junction case, this amplitude is comparable to the value of 200 nV required to explain leakage in the same device. More important, by introducing a modest level of noise, we are able explain the discrepancy of more than 12 orders of magnitude between the experimental shuttle error at 33 mK and the noise-free theory. Indeed, including noise provides a good fit to E S over the entire range of experimental temperatures.
As noted previously, 6,31 the extremely low error rates predicted by the noise-free theory for Ͼ20 ns are due to cotunneling of order NϪ1. When noise is included, however, the errors contributed by such high-order effects are entirely insignificant, and cotunneling can be omitted from the calculation. With this understanding, future analyses of leakage and counting errors in the pump can be significantly simplified. Figure 12 compares the experimental and theoretical shuttle error as a function of pulse half width at 33 mK. In this case, including noise yields good agreement with experiment for Ͼ30 ns, where E S is nearly independent of , but the theory fails to reproduce the exponential dependence of E S observed experimentally for Ͻ30 ns. To its credit, noiseinduced tunneling does explain the 14-orders-of-magnitude discrepancy between the experimental error at ϭ100 ns and the noise-free prediction. The remaining discrepancy for Ͻ30 ns suggests than errors at small pulse halfwidths are due to an unknown mechanism.
Disregarding the problem of small for the moment, we first consider the physical origin of noise-induced errors in the limit of large and low T. As noted previously, 6 the exponential dependence of E S on 1/T observed for T Ͼ100 mK is due to a thermally activated escape mechanism analogous to the photon-assisted escape described for the five-junction pump in the previous section. Thus, noiseinduced errors are important only in the limit of large and low T, but this is the parameter region of greatest interest because it yields the lowest error.
Insight into the mechanism of noise-induced errors is provided by Fig. 13 , which plots the electrostatic energy at various times near the middle of the bias cycle. A possible mechanism is suggested by the plot for t/ϭ3.5, which shows that both charge escape and charge blocking are possible if photon-assisted tunneling is used to surmount two energy barriers. If this were the dominant error process, and the energy barriers are taken as ⌬E 1 and ⌬E 2 , then the error rate for the seven-junction pump would be less than for five junctions by a factor of roughly pϭe 2 ␣/(2͉⌬E 1 ʈ⌬E 2 ͉), which is the probability of surmounting the second barrier once the first barrier is surmounted ͓see Eqs. ͑19͒ and ͑20͔͒.
Evaluating this factor for ͱ␣ϭ50 nV and the barriers at t/ϭ3.5, we obtain pϭ2ϫ10 Ϫ7 , indicating that the error rate for 7 junctions should be dramatically less than for five junctions if two photons are required to create an error.
Unfortunately, errors in the seven-junction pump are actually dominated by processes that require just one photon. In particular, the charge being pumped can escape from the energy well during a brief period after t/ϭ2.5 using only one photon. Details of this process are shown in Fig. 14 , which plots the energy levels for the relevant states. At t/ ϭ2.5, the energy of the ͑001000͒ state equals that of the ͑010000͒ state, and the charge on island 2 can begin tunneling to island 3. Also at t/ϭ2.5, the energy of the ͑100000͒ state is by coincidence nearly equal to that of the ͑000000͒ state, and afterwards the charge being pumped can escape to the input by photon-assisted tunneling to ͑100000͒ followed by ordinary tunneling to ͑000000͒. Thus, escape is possible using a single photon during the brief interval while charge remains on island 2. Although the escaped charge can initially leak back to island 2 via the ͑Ϫ110000͒ state, the small energy difference between the ͑000000͒ and ͑Ϫ110000͒ states makes this process slow, and it is virtually eliminated after t/ϭ2.65 when the energy difference is reversed.
How long does the charge stay on island 2 after t/ ϭ2.5, remaining susceptible to photon-assisted escape? Considering only tunneling from island 2 to island 3 through junction 3, we have, using Eq. ͑18͒ in the limit of low temperature,
where P 2 is the probability of finding the charge on island 2 and ⌬E is the energy difference for the tunneling process. Since ͉⌬E͉ increases linearly from 0 to e 2 /2C ⌺3 during the interval from t/ϭ2.5 to 3, we have ͉⌬E͉ϭe 2 tЈ/C ⌺3 , where tЈϭtϪ2.5 and C ⌺3 is the total capacitance across junction 3. Integration of Eq. ͑24͒ thus yields We conclude from Eq. ͑25͒ that escape to the input electrode using a single photon is possible in the seven-junction pump for a time of order t 7 ϭͱR J C ⌺3 . By comparison, in the case of five junctions escape is possible for a time of order . Thus, if all else is equal, we can expect errors in the sevenjunction pump to be reduced from five junctions by a factor of roughly t 7 /ϭͱR J C ⌺3 /. For the seven-junction parameters, we find C ⌺3 ϭ0.30 fF and t 7 /ϭ0.04 at ϭ100 ns, predicting a modest improvement in error rate between the five-and seven-junction pumps comparable to that obtained experimentally.
When Eq. ͑25͒ is combined with approximate transition rates to estimate the error due to charge escape, we find that it accounts for roughly half the errors obtained in the full calculation. The remaining errors are due to a chargeblocking mechanism that contributes equally. For completeness, the energy diagrams for charge blocking, which occurs just after t/ϭ4.5, are shown in Fig. 15 . In this process, a second charge enters the pump from the output electrode and blocks the charge being pumped from reaching the fifth island. Later, after t/ϭ5, the first charge returns to the input, and no charge is pumped.
Can counting errors be reduced below the level of 1.5 ϫ10 Ϫ8 obtained with the seven-junction pump? The brief interval over which charge escape or blocking is possible with a single photon suggests that some modification of the bias schedule or parameters of the seven-junction pump might significantly reduce or eliminate errors due to these mechanisms. A limited investigation of this possibility indicates, however, that the single-photon processes are robust and cannot be eliminated from the seven-junction pump with a simple trick. If confirmed by further study, this conclusion implies that a dramatic reduction in errors would require a pump with eight or more junctions. If errors due to singlephoton processes could be eliminated, however, the added complexity might be justified since higher-order processes are likely to be several orders of magnitude less frequent, as noted above.
V. SELF-HEATING
In the absence of biases the pump is in thermal equilibrium with its surroundings, and experiments confirm that the electron temperature matches that of the cold stage. 5 Thus, leakage is completely unaffected by self-heating. In the pumping mode, however, energy is dissipated in the islands of the pump whenever tunneling occurs at a voltage beyond threshold. While estimates indicate that the temperature rise due to self-heating is modest, 31, 34, 39 typically a few tens of millikelvins, we speculate that it might explain the exponential rise in errors observed in the seven-junction pump for pulse half widths less than 30 ns. Self-heating is more important for small because tunneling is more likely to occur far from threshold when the pump is operated rapidly ͓see Eq. ͑25͔͒. Thus, self-heating is a good candidate for explaining this otherwise unexplained error regime.
Following earlier work, 31, 34, 39 we assume that the electron temperature T i of island i is related to the power P i dissipated in the island by
where T is the substrate temperature, ⌺ is a material constant, and ⍀ is the volume of the island. Equation ͑26͒ applies at low temperatures where the weak coupling between electrons and phonons limits the rate at which energy can be transferred to the substrate. Various values of the parameter ⌺ have been measured for aluminum, 13,40-42 the island material used here, and we assume a rough average ⌺ ϭ0.3 nW/K 5 /m 3 . In adopting Eq. ͑26͒, we assume that the electron population of an island always assumes a thermal distribution and can be characterized by a temperature T i .
In the presence of self-heating, the electrodes of a tunnel junction generally differ in temperature, and Eq. ͑14͒ for the tunneling rate must be replaced by a more general formula. In particular, the rate of tunneling from island i to iЈ is where ⌬E is the change in electrostatic energy and f i is the Fermi factor for charges on island i,
While noise-induced tunneling is included in Eq. ͑27͒ in a low-temperature limit, this approximation is valid for the cases considered because the relevant energy barriers ⌬E are much greater than k B T even in the presence of self-heating. Furthermore, because noise is included in all self-heating calculations, cotunneling can be neglected, and Eq. ͑27͒ defines all transition rates. In order to evaluate P i , we compute the average power dissipated in all tunnelings involving island i over one bias cycle. Suppose that in tunneling from island i to iЈ in Eq. ͑27͒ the charge state of the pump changes from n to nЈ. If the system occupies state n at a given time, then the instantaneous powers dissipated in islands i and iЈ due to the process n→nЈ are
and the power dissipated in island i due to all tunnelings averaged over the bias cycle is
where the sum is understood to include all transitions n →nЈ in which a charge either enters or leaves island i. Combining Eqs. ͑7͒, ͑26͒, ͑27͒, and ͑31͒ with the bias schedule shown in Fig. 6 , we can calculate a self-consistent electron temperature T i for each of the islands along with the shuttle error E s in the presence of self heating. Initially we assume that the input and output electrodes and all of the islands are at the substrate temperature T. Integrating over one bias cycle then provides an estimate of the average power P i dissipated in each island, and from Eq. ͑26͒ we obtain improved estimates for the island temperatures. Because the volumes of the input and output electrodes are large, they are assumed to remain at the substrate temperature. Iterating this procedure for a few bias cycles yields a self-consistent set of T i and the desired E s .
The effect of self heating on the five-junction pump is shown in Fig. 16 . For this pump the volume of each aluminum island is ⍀ϭ0.028 m 3 , yielding ⌺⍀ϭ8.4 ϫ10 Ϫ12 W/K 5 . Fully self-consistent calculations of the average island temperature and shuttle error are plotted as a function of the pulse half width in Fig. 16 for the original parameter set (C J ϭC g ϭ0.2 fF), with solid and dashed lines indicating results with and without self-heating. As expected, with self-heating the temperature of the island electrons increases with decreasing pulse width, reaching about 110 mK at ϭ10 ns. The variation in temperature between islands is slight, with no island differing from the average by more than 3%. As shown in Fig. 16͑b͒ , the effect of self-heating on the shuttle error can be significant, increasing the error by about an order of magnitude at ϭ40 ns. While this increase creates a significant discrepancy between theory and experiment, the fit can be restored by readjusting the junction and gate capacitances. For C J ϭ0.23 fF and C g ϭ0.17 fF, we obtain about the same fit with self-heating as previously obtained without. Thus, although self-heating is significant in the five-junction pump, it does not appreciably alter our understanding of the shuttle error.
The dotted curve in Fig. 16͑a͒ plots an analytic approximation for the island temperature based on arguments similar to those given previously. 34, 39 The approximation is valid in the limit of low temperature, where Eqs. ͑29͒ and ͑30͒ reduce to n Ј n (i)ϭ n Ј n (iЈ)ϭ(⌬E 2 /2e 2 R J )(Ϫ⌬E). An additional simplification results when we recognize that significant energy is dissipated in a given island only twice during a bias cycle: when the charge being pumped tunnels onto the island and when it tunnels off again. But for these processes we can apply the arguments given earlier in regard to Eq. ͑25͒ to note that ͉⌬E͉ϭe 2 tЈ/C ⌺ , and the probability of remaining in the initial state is Pϭexp(ϪtЈ/2R J C ⌺ ), where tЈ measures time from the tunneling threshold and C ⌺ is for the relevant junction. Combining these results with Eq. ͑31͒ yields for the average power P i ϩ dissipated when a charge tunnels onto island i, where the integration interval has been extended to ϱ, assuming that R J C ⌺ϩ Ӷ. Since the dissipation for a charge leaving island i is exactly similar, the total power, P i ϭP i ϩ ϩP i Ϫ , is
where C ⌺ϩ and C ⌺Ϫ are the total capacitances of the junctions through which the charge enters and leaves the island. Equation ͑33͒ extends previous formulas to include the effect of ground capacitance, and, as Fig. 16͑a͒ shows, yields a remarkably accurate prediction of the island temperature compared to the full calculation.
The effect of self-heating on the seven-junction pump is shown in Fig. 17 , which plots temperature and shuttle error as a function of pulse half width. For this pump the island volume is ⍀ϭ0.018 m 3 , yielding a heating coefficient of ⌺⍀ϭ5.4ϫ10 Ϫ12 W/K 5 . As for five junctions, self-heating tends to raise the shuttle error, but in the 7-junction case the increase is nearly constant for Ͼ15 ns. Although a curve is not shown, the fit to experiment can be restored for Ͼ40 ns by reducing the noise amplitude ͱ␣ from 50 to 40 nV. This adjustment leaves a net increase in the computed E S for Ͻ15 ns, but self-heating clearly does not explain the exponential variation of E S with observed experimentally for pulse half widths less than 30 ns. Indeed, self-heating does not change any qualitative conclusion of the present study.
VI. CONCLUSION
The leakage and counting errors observed experimentally in the seven-junction pump at low temperatures and low counting rates are many orders of magnitude higher than can be explained by the dynamics of the noise-free system. By including photon-assisted tunneling driven by 1/f noise at microwave frequencies, we obtain good agreement between theory and experiment. The required level of noise is consistent with that observed at audio frequencies in SET's. We speculate that the noise responsible for the errors derives from the slow relaxation of charges trapped in metastable states in the dielectric when the device was cooled from room temperature.
In the scenario explored here, the dominant leakage and error processes involve only single-junction tunneling, either conventional or photon assisted, and cotunneling plays no significant role. At low temperatures, leakage in the fivejunction pump is dominated by processes that require a single photon-assisted tunneling step, while in the sevenjunction pump two photon assists are needed. Counting errors in the limit of low temperatures and low counting rates derive from two types of process: one in which the charge being pumped uses a photon assist to escape back to the input electrode and one in which the charge is blocked by a second charge entering from the output electrode, also with a photon assist. In the five-junction pump these error processes occur over a fixed fraction of the bias-pulse half width, while in the seven-junction pump they occur over a shorter time, related to the RC time of the tunnel junctions. Self-heating during pump operation can raise the temperature of island electrons by several tens of millikelvins, but it generally has a small effect on the rate of noise-induced counting errors.
Two issues related to counting errors remain unresolved. First, the theory presented here does not explain a regime in which errors increase exponentially with counting rate in the seven-junction pump. Understanding this regime is important if the pump is to be operated at high speeds. Second, it is not known whether a pump can be designed, perhaps with more than seven junctions, in which counting errors require two or more photon-assisted tunneling steps. If two photons were needed, a much lower error rate would be expected. Whatever the resolution of these issues, however, the present study demonstrates that noise-induced tunneling is the probable cause of the lowest experimentally observed error rates. 
